AD=A100 189

UNCLASSIF IED

NAVAL POSTGRADUATE SCHOOL MONTEREY CA

MECHANISM SUFFICIENCY VALIDATION BY ASSIGNMENT.(U)
MAY 81 L J SHIRLEYs R R SCHELL

NPS52-81-004

F/6 9/2

AD &
LIRS




Y
51 N
\"__31':{ 14
m{ / NPS£2-8
N N?WM POSTGRADUATE SCHOOL
g
= Monterey, Galifornia
<7
(=
<r
L - e - |
; i ﬁid MECHANISM SUFFICIENCY VALIDATION BY §SSIGNMENT,!
///// - Lawrence J./Shirley amd Roger R. Schell
(IO‘"
S !/ wMay @81 1507
R /o
i“
{}1' /'l R - i
s Approved for public release; distribution unlimited
E: Prepared for:

Chief of Naval Research
Arlington, Virginia 22217

R+t &




; 1 May 1981

NAVAL POSTGRADUATE SCHOOL
Monterey, California

~ Rear Admiral J. J. Ekelund Jack R. Borsting
» Superintendent Provost
E The work reported herein was supported in part by the

. Foundation Research Program of the Maval Postgraduate Schocl
4 with funds provided by the Chief of Naval Research.

Reproduction of all or part of this report is authorized.

This report was prepared by:

R. Schell, COL, USAF
R Associate Professor of
. Computer Science

Reviewed by: Released by:

e S

WILLIAM M. TOLLES
Dean of Research

G. H? BRADLEY,
Department of,
Science

¥




Unclassified

SECURITY CLASSIFICATION OF THIS PAGE (When Date Entered)

UCTIONS
REPORT DOCUMENTATION PAGE BEFOEE P BN P ORM
[T REPGAT NUMBER 12. GOVY ACCESSION NO.[ 3. RECIPIENT’S CATALOG NUMBER

NPS52-81-004 ADLALOO £47

. TITLE (and Subtitle) S. TYPE OF REPORT & PERIOD COVERED

MECHANISM SUFFICIENCY VALIDATION BY ASSIGNMENT Technical Report

§. PERFORMING ORG. REPORT NUMBENR

. AUTHOR(s) 8. CONTRACT OR GRANT NUMBER(s)

Lawrence J. Shirley and Roger R. Schell

9. PERFORMING ORGANIZATION NAME AND ADDRESS 10. ::g&'QA:OER‘;(E'JEINTT'NTJRHOI‘&ERCST' TASK
Naval Postgraduate School

11. CONTROLLING OFFICE NAME AND ADDRESS 12. REPORT DATE
Naval Supply Systems Command - Ma L £<>8w —
Washington D.C. 20376 - NUM 32 AG

4. MONITORING AGENCY NAME & ADDRESS(!! dilferent from Controlling Office) 15. SECURITY CLASS. (of this repert)
Chief of Naval Research, Arlington, VA 22217 Unclassified

TS, DECL ASSIFICATION/ DOWNGRADING ‘
SCHEDULE

DISTRIBUTION STATEMENT (of this Report)

Approved for public release; distribution unlimited.

deandt.

17.

DISTRIBUTION STATEMENT (of the abatract entered In Block 20, !I different from Report)

19.

SUPPLEMENTARY NOTES

Presented at the IEEE Symposium on Security and Privacy, April 27-29, 1981

19.

KEY WORDS (Continue on reverse side if neceseary and identify by block number)

Computer Security Protection Domains
Protection Mechanisms Relational Model
Security Kernel

Operating Systems

20.

Alli‘(ACT (Continue on reverse side If necessary and identify by bleck mumber)

This paper introduces a mathematical framework for evaluating the
relationship petween policies and mechanisms. An evaluation approach called
the assignment technique is defined. This technique consists of establishing
an assignment between the security classes of information established by
policy constraints, and the protection domains, established by the properties
of the mechanism. The assignment technigue provides a theoretical foundation

for assessing the sufficiency of an access control mechanism with respect to |~

oD ‘52:"" 1473 eoiTion oF 1 nOV 6313 OBROLETE

Unclassified

S/N 0102-014- 6601 ) St et et e —
1 SECURITY CLASSIFICATION OF THIS PAGE (When Dete Entered)

. m" i = = — s

SR SRR LY




Unclassified

MU RITY CLASSIFICATION OF THIS PAGE(When Data Entered)

‘a well formed protection policy. Although this paper presents preliminary
results of research, the proposed framework suggests a promising new
approach for evaluating the protection mechanisms of existing and proposed
systems.

P
(4N

"\

d

2 SECURITY CLASSIFICATION OF THIS PAGE(When Dets Entered)




S oo - . .
iemVestitants WSl avamnivhl {Amabvniavad L4 AvUaYatlia s

0y

Lawlelide o Sniriey, ~T. uduu and .Oger A. Jouell, CUL. VoAl

wepartuent ol vomputer JScience
auval Postgraduate Jcaool

monterey, vaiifornia

My
ADwLXALT
Pt diddsl At
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Suggests a prowising new approaca for evaluating tne protection
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ine sulvapiliity of a protection meciianism or any given secCu-
rit, poilcy, 18 not wulways appareni. Tnis paper presentis a
tneovretical foundation Ior assessing the surficiency oI an access

contro. wecnanism 48 4o Deans O eniorcine & nou=-discretionary

lisaes a

P

seculit, posicy. o tecnniyue, terwed assignment, esta
resationsnl, between tae iniorwation sensitivities oI the system
entities \partionec according to policy constraintsj, and coai-
nance acuwains (innerently estavlisned oy a protection mechanismj.
2ne assignment technigue provides a method for zmechanism vaiida-
tion, since tnhe results of the ussignment can be evaluated To

establisi wheSher or not tne constraints of the policy are met.

‘he assignment techniyue was aeveloped as a means of identi-
Iying the limitvations of well-formed access control xechanisms.
Tne initial investigation examinea tne feasibility of wusing the
wuitics ring aechanism {[13)] as a meuns of enforcing a nierarchi-
cal compromise policy. Our basic .ational security policy LY is
4 Well «nown examplie. .t was estavlibhed oy assignuent (us i3
sacwn in this paper) that the lultics ring mecnanism, of itself,
cannot provide tnis sSecurity. vn the other ananu, it is snown
Taat Vae nultics ring mechunisw does enforce an imycritant foru of
prusfa  integrity policy. This prograi integrit, zmecnanism can
be used to aelimit a most privileged set of yrograms known as the
security kernei |11;. The security xernei in turn Zrovaiges a

aecnanisw sufficient Yo eniorce uther security, inteerity or

alCesSs ccatroil volicies. Thus, W#itn tae 3security =xernel

PORY Y -
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tne ring mecaanism is surficient Zor «eniorcing cox

LeChGiOgy

er secuarivy. 2y usin., assignment, #e gaave gaineu a zucn

ct

oA

vetier unaersicnulng QI thne cagaviiities anu limitaticns of a
ring protectica recnanism, and nave iantroduced @ tocl for tne

assedsment ¢l other groteciion mecnanisms.
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in oraer to cleurly yresent tne assignment tecnnijue we Ddegin
wita a discussion of tne principles ¢ access control. ZTais is

agcessary vecausde aucn o the information putlisn=zd in this area

s

agpeals U0 te inprecise or even contrauictory in nature. Jome 0O
tne terninolcgy used in tnis paper Zay aiso appear to  ccontradict
otaer authors. Tnese ailrferences ana distinctions are inten-
ticnal ana will ve aiscussed in greater aetail in an anticigatea
N

taesis  ley ULy wLT. Snirley. nis paper merely addresses the

basic frameworx wnich #e choose Tor our discussion.

~attice Tecurity 2Policies

A security policy is cased upon external laws, rules, regula-
tions ana otnher mandates that estavlish what access to inforaa-

tica 1s to be peraitted. we Chnoose as our universe of discourse

-

15] and

f et}

tne lattice security policies as identifiea oy walters
ilater also described by Lenning [5,. Thaese universaily bounded
lattice structures consist of Tinite, partially orderea sets of
access classes, eacn naving a least wupper ana greatest lower
bound. “nis class of policies encompasses mpany (if not all)
pfactical poiicies. Bucn policies are of primary interest to
wational woefense because all non-discretionary security goiicies

m

can uve represented as a lattice policy. 7o bve effective, such
policies Lwust clearly estublisn an access class for all systen
entities, i.e., subjects (tne active entities) and objects {the

passive entities tnat may ve reierenced by a sub,ect). further-
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acle, Tle L0lle, Lust luentily all periissicle access relatiovns
Seltelen  Tiae subjects akd ob,ect3 ¢f various eqyuivalence classes.
+I @ polilc, «ere not acle O meet taese <Ltwo rejuirezents, tne

enigorcement €I Tae pOLICy COuld 4Ol Te evaliuated.

40Te Lnat Wwe ldistlnguish letaeen orocesses anl suujects in

tils paper. Tanls i

w

necessary oecause I tne ambigulty that
1 Tignt result Wwitnout tae distinct ncticn ¢ a2 supject as a
process-uomain jpair (v, 1<), particularly when we present 2 for-

-

malizedu aerinition of a aomain.

nCCess Helations

- Aany specirfic policy will distinguish one or &core distinct

access relations Dbetween suvjects and oojects. Inese are typi=-
cally airrored in tne "access mode" of thne corresponding protec-

‘ vion Tecnanisn.

| IWo generic access wodes are suificient Zor a general discus-

sion of tue principles and policies discussea in this pager.

Tnese are (7] "otserve" (the ability to otserve information) ana
"moaiiy" (tne apiiity to modiry information). OJther priuitive
aCCes8S nodes are generaliy just a Iiner granularity of observa-

Tion and wodilication priviiedges.

“ne eniorcement of a policy is fundamentally linited by she
system's granularity of access. Poliicies that prescrite aistinc-

tions not recognizeu by the access control mecnanisms xust oe

enrorced in an overly restrictive wmanner or ignored. Jor exal-




~lc, a pcilcy aduressing a concaternation access relation cannot

ue greclsely enforced on a system that d0e€3 notl recognice scue

Icra or append wccess mode.

Jlic granularity oi access control witnin 2 system is depen-
dent  upol  tne avility to distinguish atiritutes of sutjects ana
JL,eCts und upon tne variety of access woudes availacle. Tae
oriaitvtive access wmodes are associated wita tne design oi the sys-
<em, inciuding tne yrotection mechanisms, and designate the asso-

clated rignts ovtained oy an access reyuest.

ANl acce3s relation 1is a tuple ( suoject, access mcde,
obyect,. Inls tupie sSignities tnat a relation cetween thne subject
and cbject exist such that tne subject is peruwitted to access tne
ooyect witn all the privileges asscciatea witih the access node.
dne prooiem OI inrormation security may generally be expressed as
tne protlem of peramitving the existence oI oniy those access
reiatvions tnat in no way violate any of the apprlicavle aystens

pOiicies.

sa3dic wational osecurity Policy rxample

-

ne ovasic .waticnal Security policy is a simnple lattice poli-
icy. Jue  policy derines entities as azewders of one orf four
dlerarcaical access classes (vnCoallifiod, CuariDiuTilAau, Jeovial,
2or Savhaul. The greatest lower oound is uLvwualS8Ilrlisw anc the
least upper tuuna is Iur cZodl?l. Jigure 1{a) represents this

iattice 3structure.
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Tiis lattice policy (5. Zais inrormation transier patn (Vo) can

De alluljsed witn respect to peraissiole access reliavions.

Zaseq on tnis anali;sis of tne peruissivle access relations

between \Sub ects and objects with) the various access classes,
oJ v

we derive an alternative i.liustration forz tnuat is convenient lor

&
Figure 1{(C) illustrates the
&

our analysis.

rity poiicy using tais rform. *.ote tnat a
»

eyulvalence ciuss c¢if entities all ol whicn

ISR

Cclass. A directe irc represents e

basic .ational lecu-
node reyresents an

nave tne 3ame access

peraissicile access




FeiatlChio IPCaL 2 3utgect ¢f Tae  sScurce egquivaience Ciass Lo
o ecTs of toe destinavion eguivalence c¢luss. Transivivity orf
is nct shoan cLut i

acless relation as3umed.

[
[0}

necall taut a Syster 1s "secure" 11 there are no access rela-—
J

Tions  thamt violiate any aprilicable policy. Tne llzplie cecurity

conaitvion |1, sStates tuat iY ovserve access i

Ui

ernitted, taen

‘e

tne  uccess  c.uss of tae suvject 1Is greater taan or 2yual to the
aCCess class of tne ooject. Tne "Coafinement 2rogerty" =-- nis-
toricalliy «nown o5 the less descriptive name oI * - Ffroperty [1,
-- states that if modify access is permitted, tnen tne 4ccess

class of tne subject is less tnan or equal tu the access class o

r

tne ovgect. we can see that rigure 1<) is derived directly froc

thiese tWO properties.

ACCESS L0LAains

Jo far, we nave coancentraved on the gprogerties of olicies.

el

W& now examine the properties of the protection mecnanisms usea
Y0 eniorce security policies. The principle notion we use |is

sunat 0o an access dcmain.

an access domain A, is a tupre, | Apy Boa eesy iy e, 2y,

Jy waere n 1is tne nuwoer of yricivive access modes In the 3 stemd,

ahid a: 13 Tie set Of all 00jects, | vy, Uy <oy v
i

c y e vy ~ e 2

H
[

Wuicn a process executing in dowaia A =ay uaccess by access mode

Y v——

N

,("

oli.
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17, we Cpela Coo o4l \z2Cless wode)=domain a3 the el (o4 U eCis
WillC m privows  =2Xecualibg in thut domalin ass tne rignt te alless

ASCordil, S0 Tamd sarticular access mode.
colldiderl Lne 10i.10Wwinhs TwO Jdoualns:

Zl1 Ty wuserveiu): i{a,s,0}, wvaifyialita, o, 2t )

—
C

A. S PV I “:l¢§ )

—

~le ouserve-uowain of 131 . denoted as QZX1 ) is oo ects A,

~

o, ana <. Tie modiry-~domain m[&z is emgpty.

A 3¢l of dominance aomains are implicitly estavlished oy the
3ysten's protection aecnanisms. Tne dowminance aocains are not
ussociated with any particularizaticn of processes ana opbjects,

out rataer dominate all the domains tnat muy occur in the 35ys-

vowinance aowains may ve uniguely lupeled £for convenience.
+0 Gtne  wultics system, for exanmngle, the doxinance doualns esta-
orisned Ty tne ring mecnaniswm were Xnown as Tings 4anuy  were
lavelea vy

ring anuznoers. JSchrceder's yrotection mecnanism also

4usesS numvers as lucels for aominance domains 1<,

de Say tnat £§1 Jdominates ( o< ) :&2 17 for eacn ay, aizxz
S ai£&1. ne systews protection mecnanism then, estaclishes a
set of uominance uwomains wnich we can use for valication of pro-
tecticn mecnanisms. Zecause tnese dowrains dominate all other

aowains tnav may occur in the system, if we can show tnat our

T P e

St
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L0LiC,; noius LOr  toese dowains, we nave sSauwn taat it aolaes Tor

Tile uwysied.

+01 tuls paper, we Cuvose %0 consider only protection necnan-
iszs wnicin estaolisn a universally bounued lattvice of dominance
sumains. Juch wecnanisms represent an interesting suuset of pro-

vection mecnaniszs and proviuwe simplicity in tais discussion.

Tae aSsignoment lecanijue

ASsignment is tne establishment or a reiatvionsnip between Two
entities sucn tnat tae Tirst entity is "assiegnea to" the second
entity. liatnematically, the term assignment is not significant.
vune could easily nave said that entity 1 is related to entity 2.
intuitively, nowever, assignment is assoclated with the conncta-
vtion "to Iix autnoritatively" wnican precisely signifies our

notion or tnis crccess.

assignoent may ce denoted by a graph Irow the first entity to

tae second as follows:

>

"is assigned to"

Assignment aces not alter eitner entity. Iatner, a reiation-
snip between tne entities i1s estavblished wnicn can ove exgressed

in the torm or a tuple as follows:

12
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|5

negaltless O tne means o0 representation, assinment s Lzerely
tne  act ol asscelating  an entity or set c¢if entitias wiivn 3cre

owner sniity or set o entities.

Zae essence 0f tne assignment tecnnigue 13 relatively sizole.

Iirst oI all, consider tne nature or a lattice security; policy.

Jucn a poliic, rartitions the objects of a systen into a lattice
0L eguivaience clusses. Zach egyuivalence class can ve thougnt oI

as an entity subject Yo assignment.

“nen con3sicer a aecnanism, whicn estatlisnes a lattice cof
Jowinance gdowains. Zach of tnese domains can alsc be thougnt of

45 an envtity subject tTo assignment.

“ince an assignment can ve establiined between any two enti-

vies, We can nake an assignment petween tne eguivalence classes

41}

esStacvlisned oy a lattice security pgolicy and the dozinunce
Jomainus Tunat are estatlisnea by scme protection mecnanism. e
taen valigate tuat \(Ior tals assignment) tne mecnanism is  sulfi-
cient o support that policy. This determination is wade bty exa-
mining tne set 0of access relations tnat tne necrnanisme perzits,
and testing for possivle violations of the policy.

We ale NOow ready %0 illustrate uoWw we Lay use %this assignment
vecnnijue to evaluate protection mechanisms used in the design of

secure ccomuuter systewrs.

1)

“
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Jue uselulhe3s oI the assignment tvecnnigue apiears 0w

rastner far reacalng in  scope. res€alca currentiy uncerway is

investigatving a numoer of gossivilities. Tuls paper auaresses

Y

¢uly a few ol tag possivle applicautions. The autaors wnclenears-

ealy invite tne reager %0  Suggest areaws of  further =3earcn.
Aaditvionalily, cowmments, opinions, and researcn {indings relatec

tu tne assignment techniyue are soliciteud.

wwltics ning vecnanism assignments

Tne yuestion of tne sulriclency of tne vultics Fing ..ecnanisu
Zor enrforcewent oI tne basic .uatvional Jecurity policy was the
initial provlew that prouptea the current researcn effort anda led
tu tne roraulation of tne assignment tecanigue. 1%t is aggropri-
atz taen, tnat tuis paper present tuls analysis as  an  introcuc-

tory application of simple assignment.

compromise Policy. asS statea previously in tails parer, the

vasic .ational Cecurity policy is a simple lattice security poli-

icy. Figure 1(<) illusstrutes this policy.

Zne docinance comains of tne Multics Ring mecnanism are most
Jrequently snown as concentric rings numbered in increasing
integer oraer rroa tne innermost ring or tne xernei. The XKernel
+3 generally assigned ring number v. or simplicity, we oniy
sSnow a 3ystem witn rings O thru 3 in tnis anaiysis. Jdtner ring

numoers wiil produce siuwilar results.

14




e Le il Uy asslgninis Tae leadl wiLpel Louwad CLl our luattice ¢

Iitic vo Jne assionmeht produwced Ls

vwtserve

vwiservey
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{moalry

"is ussigned to"

fisustrated in Uligure <.

/9

> Ring 1

"iS dSSineQ EO" \___/

{modiry

"is assignea to"

Lieodily

~ .
> aing 2

\___'/

"is assigned to"

rigure 2

wOW we nu3t examine the access relations

weenanism ana  test ILor

possiovle violutions

oruer 10 du 30, we zust exanine the nature of

secnanism wmore closely.

Yne dultics aing wechanism uetermines tne

vi a urocess Doy weans oI the current ring

15

we€rmittea oy tne
oi the policy. In

the aultics ZIFing

autnorized

number {r).
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pTOCwss wnlcn 18 execuling in ring numser 1 would need te &
Cisuled ILor al ieast owonnl inrformution accceraing to our assign-

et Sciewe.

<u2 auivles Ring ..ecnanisw discriminates among objects oy
ieans or a ring bracsaet. Tue ring orucget is a 3 - tuple ( 31,
Ko, Bo) waoere al, Re and o3 are ring auwoers and ol ¢ fe £ R..
aCCess TC oObLgects 1s restricuved sucn that tae current ring of
eLecution aust oe 1ess tnan or egqual to de to ooserve iniormation
and iess than or eyual 1o 1 to zodify information. Figure 3
Sa048 caaracteristics of tne ring dbrackets voth in terms oI +the

alCess wodaes used in tnis paper and the access wmodes used in .lul-~

tics.
xecute
(ting v Yl RO
Wwrite (dcairy)
agad \uvoserve)
Jigure 3
Cullsider tnen an odbject tnat is classiriea as JZCRul. Sucn

an  object aust be asdigned a ring brucset sucn that it zmay ve

Tserved by processes in ring o and ring ' only. Ho must there-
iore ve 1. & provlem noWw vecowes apparent. 0 matter wnat value
se cncose ror i1, we are Jaced witan 4 contradicticn. If 31 is D
or 1 then TuP Jilihul processes may wodify SUCAZY files viclating
tae vontinewent Property. If a1l is greater thin 1, tne restric-
tions c¢f tne ring mechanism would be violated (viz., «1 > Re).
~“neretrore, we can conciude tnat tnis assignment is not accept-

auvle.

1o

A e e e
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voll3iQer nOW tiue CGidly; 8tuer Lotential assi_nzent scuaeme woere

tile  greatest  L1Ower

veuna of cul lattice is aussigned o ring ..

g assignment prouuced 1s snown in rigure 4.

185 as

voserves

w
P

enea to"

Ve em
[CPOL VR PV

CvOSErve {dodify

Aing £

| 4

"is assigned to"

vbuf&ﬂﬁuh$nu

widerve

signed to”

"3 o Y
IS 43

Ligur

we 0w atielpt to assign ring

fied JSoonnd. A problem occurs

gXxecuting in ring « to te avle to
then « process in ring o, that is

TO ouserve our oogect. Tne Jimpl

signeqd wo" /
/
e <«
pracgets to an  co_ ect clagssi-

jnmediately. we want processces
ooserve our Juvan.. Otjects, but
vavoLABOIls iy, Wwilil 2lso be avie

e security Condition cannct te




chiulled Wwilin t2ls asslglaent SO tne assighzens scaele i3 not

JcaSllac.

wince nejitaer 0r tihacsSe Assignients =are acceptatle, and snilt-
ing tne ring assignuents nuuericalily +sould yjield sicilar resulrws,
We can see taal uo assSignment will be acceptarle. Jnererore, the
nultics Ring ecnanisa 1s not surficlient to enZorce tne tasic

wational security goiley for comproaise.

Tne basic .ational Integrity policy [<Z] is tne dual of tne
dasic ldational Jecurity policy. nereas the security policy is
concerned with the unauthorized observaticn of information wor
compromise, the integrity policy 1s concerned witz the unauthor-
izea modificaticn orf intormation or suoversion. Tne assignment
tecuniyue snows us tnat tne Liultics Ring wecnanism is not suifi-

cieat o enIcrce tnis aual policy eitner.

Jae multics aing viechanisw is not sufficient to eniorce tne
vasic wutional JSecurity policy nor the uvasic .ational Integrity

poiicy. Lowever, a .Jultics Security =sernel has veen designeu

Y

Li,sy that 1s suriicient to 3upport coth ¢ thnese policies. Juis

{4

nay seew to ve a cuntradicticn, tut it is not. Tuae confusion i3
aissigatea  wnen one a3ks the guestion, "wnat form o policy dces

tne uultics Ring wecnaniso support?"

Program integrity Policy. The notion of a2 program integrity

rolicy stems Iroz tne desire to pronioitv mouification oif execut-
able prograis oy less ftrusteortny suctjects. 1in tne general sense,

We Wwish To ensure thal our more sensitive programs are

1o
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oniige a wTrict lateoric, poilce,;, ncasever, pre-

sla  inte.riv, 1s not conczraed wita tne issue 0 enerss otser-
vatlen oI luZoruation.  aatuel, Trogral inteerit,; leuals cnly «it:o
z4ceCutlon  wna  wouiliicavicn. In tnis case, we reline Tne access

~oug "Ouserve" O tnat o "rewd;execute" acczss Lode, taken in

T Sense oI Yne general vernacular,

A Proglram lategrity poliicy nust consider two issues. Tirse,

()

CacCh <ntily Witnin tne system npust hnave a grogras intee,rity
uCCens Class, deslgnatea i, assigneu to it. Jecona, the order-
ing oI yprograa integrity access classes must ve I'ixed accoruing
t¢ lae COnstraints of tne policy maker. once tnese issues are
FresoivVed, We @may guarantee taat no direct threat is gossiole by

>

enivrcecent ¢ tne rollowing coauition:

[$]

- o

~imi.e Iro,ram  anteority Jendition 0 IX o sublsct  aus
"aoully" access to an ovject, taen the grosram integrity orf
tnie  suv,ect is  greater than or egual to tae progran

inte.risy ol tne object.

secause progral integrity policies ware conceraed with tae
eacCution issue, indirect mwmodification of inrormaticn is not
3trictliy gsronicvitea. 7Tnis provides a cervain degree ¢i Zlexivili-
ity ©tul also preoduces a certain amcunt of risg Loj. wonlinezent
oI execution nelps 10 reduce the risk ctf sucn an indirect tnreas.
Ine ilndirect tareat occurs when a subject executes a prograwm tnat
nas veen wodillied by anotner less trustwortn, sSubject. de can
furvtiaer see tne userulness of conrinement in a4 progsram integrity
wuiicy 0y noting tnat this property supports the use of library

function. In a4 o2anner Jdirectl; analogous %o that or the

1y

o e e e




wallondl .utegrity pelicy (e, +¢ define Tas conlinement progerty

ICr prograd integrit, as foliows

[ & suuject has
alk integrity of
ogram integrity

froeram r0vegrity conlinerent PFrorerty : I
gxiecuLle #cCesSs 10 an oo ject tiasn tie prog
tae Quject 1s greater tnan ©r egual o ftne
0I tne surject.
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Tue cunaracteristics o an exawple program inte,rity oo
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teruws of waccess wodes 1s snown in Tigure 5. Sucen a po

inherently a latvtice policy.

—xecute
Lriax D nint
Lod1ly
wead
Figure 9
conslder now a specific progran integrity policy. According

TC  tnils poilcey, entities are partivioned into one of Iour access

-

Classes desi.nated as .ser, Jupervisor, Utilisy or «Hernel. Tne
3ens1tivity ol these access classes i3 specifiea as : wernel O
Jupervisor > otility > user. e thnen consiuer an ussignment to a

..ultics ring structure as snown in rigure o.

2U
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{oxecute
ezl

VIS B

Jupervisor —>» ning
"is agsignea tO"

4
s . .
L0GiTy {oXecute

)

[

: &~ nead
.
f euiiity > aing C

"is assignea to"
) \___/

wod ity Lxecute
—t Jead
N
;ser > Zing o
"is assignea to"
rigure o

; aecalling tne cnaracteristics of ring trackets shoan in  rig-

ure 5, we adesignate "wakX" as aing U, the prograc integrisy uccess
cirass "ru” as ol and "Miin" as dz. e note that lor thi3 Lolicy

angy cholce ror &e greater tnan or equal $to 41 will ¢o. A wore

sopiisticated poilcy reyuiring the notion of a "gate" i

is Dbeyonc

tne scope oi tnis paper.

We new exawine ithe access relations permittea by the mecnan-
ism ana test rur possiole violations or the poiicy. Iron tais
eXamination, we can see tnat tne read-domains, tne moaily-donains
and tne execute-aomains Jor eacn ring (fing ¢ tara iing 5) rerxzit

ail vaiid access relations to occur, and proaivis tie occurrence

el
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Ui why lavasia =mecess relution witn respect to tnis policy. Jc

.

ISP Wnis wdsignuwent, v violations are possivle. Tnerefure, wWe
nave  36n0AN Thal tue ultles Ring wecauanisu is sulficient to supg-

=0Tt Tuls Froglal snltegrlity policy.

Zals issue of winat Iorm of prosection  tne wultics  sing
cecnanisn  provides, appears tu de precisely the issue that wulrl,
Jsulles and tae otner aesigners ol the "4IDRA" systex were attempt-
10, to w«naerstand [lob;. They introauce their discussion vy Zirst

Saying
"Protection is, in our view, a =mechanism." [16]

Tanelr uiscussion then proceeds to make the folilowing general

statewent relative to tane ilultics rings:

"Uur rejection of nierarchical systex siructures and
especlally ones whicn employ a single nierarcnical relation
Jor ali aspects of systew interaction, is also, in part, a
conseyuence oI the distinction ovetween protecticn anue secu-
rivy. a failure toc distinguisa tnese issues coupled with a
strict hierarcaical structure ieaas inevitacly to a succes=-
sion or increasingly privileged system coiponents, and ulsi=-
pately to a "most privileged" one, wnicn gain tneir
pvrivilege exclusively oy virtue or their position 1in the

nierarcny. Such structures are innerently wrong ..." [1¢,

.ad the assignment tecnnique been available to %tne authors of

tine above 3tatement, they would nave been afforded & means cof

. o
el o o




vA.les3ll Tuelr views Lore .recises,; taan tae  2nil dlud  Lufusc
"inuerentL, wrongs". The assignment tecanligue grovides s irecloe
meulhis 10T Clvally Zeroulating suCn zan 0CServation une  =evuidzitirng

198 Valalalty. asS Suuwn, and in agslfeaument wita wuli's sizieon=nt,

ThT .iwellCs alng wecnanisa is "inaerently wrongs" witn resiecy Lo

cow.rozise poilCies. on Tae OTNEr nanc, tnoe ~uxtics Ling .ecnuan-
lsa is yust "rignt" a8 a means of enlorcing u Iro.ran  integrity

or  assisting in tne eniorceament oi tne zystez's non-
o J

L
O
'..
po
(@]

<«

nierarcnical sSecurisy peiicies (viz., viu security Jernelis).

.ouel ning Lecnunisgs

Jine auitics alng cecnaniso is ¢y no means tne  only  forwm of
Alig wmeChanlsm. oy altering vae reguirezents of the aing srace-

=2U3 anld Tiae need Ior a <ate necpel, One Canl contemplate acapting
4 y 14 5

consiver using tne accignaent saown in Jigure 2, tut altlerinog
tue  ©eans of discriwination  azong 00jeCTs such that the alng
sfulrnet 15 a 3ingmeton {(nl). Jollowinz tae rules sacan in  Jig-
urfe 1, we Can adapt tnis ring oecnanisc To enlorce sa€ vasic

satilnul cvecurivy jpoxlcy.

L D eblat Lo .1_11 TN
sLaserve

vimllariy, slgure o 3nows vde rules necessary Ior tag  sSake

133 igNaEeNt a3 Snowh in Jigule < to wdadt tails ridg zecunanisz to

K
-/
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neel tue saslc waiicnal .ntegrivy vulicy. —xumining Tigure 7 anc

slgure o, tne dual nature oI tnese two policies Ls appurent.

| S L3eTVeE
l;'.1j 141\:1

|0 alitad s

aoally

rlgure o

T

[
e}
0
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<0 L& sulre, these uriel sSuggesatiuns ao notv cowpletely ca

4

terlse a practicai protvection mecnanism. .cwever, it argears

tnat ring aecnaniscs are awaptacle Zor tne enforcement oI varicus

SiLple alerarcnical poiicies.

vagaviiity .ecnaniscs

vuilsideraovle eltfourt i3 currently unaerway tc oroviae Zrovanly

~eCure <Jperating Jystems based wupon the capablility mechanisnm

toyluye 1% 1 laportans U0 exaidine wuut Iora o proteciion cavu-—

vilitles acCtuai.y proviae.

vaypablilty mrecaanisas yrimarily estaclisn  twe icwinance
donains Wnicn are enforced by the system nardware. .ne aqowmain
Z consilsts of capaciliities, and tne other iS5 Jojects that are not

Capaliillies 3sucn as Segments and Jirectories. o process takes

40 uote  ui tnese Jaowinance Jdowains, nhnowever, tTecause all
prfocesses nave access Lo Capablliities as well ws otner tyzes of

ULyeCts. Lo with resyect to a yro
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#fCVides a0 ilnnerent partisioning ol the sSystem entities 2t all.
+6 Zuct, in trying to ueterzine tne  Structure oI dominance

ey

wowdlnsg  fur  non-capavility objects, we encounter 4 veritacle
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Spupunetii Suwa" ¢l deamuings, deveia ol wny  lncerens, uniZying
stracture. LLus oA Capubiiity wecnunlsw is oI itseil not sulll-

Clenl [or tue enlorcecent Ui any non-discretioaar, guiley.

tt,

Tnis IS nOt to 3ay tnat =z capascility mechanisa i Ll

[}

not use
for exaziuyie, tne mecranisz can protect a security; Zernel in zuch

Tne Sule way a8 rifngs yrotect tne derned in thae cuxtics zesign.
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aSSighment n4s been snown to be a userul “tecunigue in
evaliuating the sulliciency oI a mechanism To eniorce a security

pulicy. lails tecnnigue is cased wupon a forwalized notiun of

aomains and tae lattvtice nature coif security policies.

Inls metnod provices consiaderable insight into the nature cf
access coatrol. characterizing a subject as 4 process-dozain
palr, we observe that non-discretionary protection 1is dependent
oniy upon tne dominance domains estaolisned by the systems
wecnanisws anda tne access relations odetween tnese domalins. The
nature oI the computation is irrelevant. Jurthermore, one can
ooserve that any protection policy can only be implementea on a
cowputer systew whicn has some form o system isclation proaivit-

ing the users Irou altering tne system's isclatiuan zetnod.

Tnis paper gpresents an introduction to assignment, ana
several siwple exaaples have Dbeen investigateu. Consiceracle
researca erfort is still necessary. OCr vparticular interest is
tne use of the assignment tecanijue as a guide in the construc-
tion or new mecnanisms to meet classes o0f policies of broaa
interest. Assignment researcn nas already provided consiaeracle
insight to tne nature ol security enforcement, providing a means
of Iurwally presenting the cnaracteristics of mechanisms and pocl-

icies. ilecnanisms can ve categorized by the tyre of eniorcement

S
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